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SUBJECT: State Agencies/Information Gathering On Web Sites/Di scl osure Requirenents

SUMVARY

This bill would require that every state agency that mmintains or operates a
Internet website that uses a device to collect personal information, usage
patterns, or user nmovenents shall disclose the existence and purpose of such a
device on its Internet website.

EFFECTI VE DATE

This bill would be effective January 1, 1999.

PROGRAM HI STORY/ BACKGROUND

In March of 1995, Governor W/ son issued an executive order requiring all state
agencies to provide public information on the Internet. The California
Governnment web site was established allow ng agencies to conply with the
executive order and provide agency information on the California Governnment web
site without having to devel op an i ndependent web site of their own. The
Franchi se Tax Board (FTB) was the first departnent to conply with the order by
provi ding general information and forns on the Internet. FTB has established its
own web site to nore easily custonize data and gather statistics on information
requests.

A “cookie” is a piece of data sent to a user’s (client) browser froma requested
Internet website. “Cookies” can be used to both store and retrieve information
on the user side of the connection. The provider of the web site al so can use
“cookies” to retrieve information. For exanple, a “cookie” may contain a variety
of information that can be used to evaluate a site, such as when the user | ast
visited the site and what pages or applications the user accessed. |If the user

al so chooses to sign onto a site (provide email address, favorite options, etc.),
a “cookie” may also retain that data and take a user directly to the part of the
site that the user has desi gnated.
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If a user has enabl ed “cooki es” on his/her browser and clicks a link to an

I nternet website, the browser checks the address of the |ink against the “cookie”
data base residing on its hard drive. |If the browser has a “cookie” that nmatches
the domain and path of the link, it will send the “cookie” to the Internet
website along with the requested web page.

Previously, the FTB website notified users that they were being offered a cookie
even though no data were transferred to their hard drive or back to the FTB
website. That is, the “piece of data” was blank for “cookies” on the FTB Wb
Site. Users could verify this by checking the Cookie directory on their
conputer’s hard drive and verifying that there were no cookies fromFTB Wb Site.
The department disabl ed cookies on its website on Decenber 30, 1997.

SPECI FI C FI NDI NGS

State law requires state agencies to use strict requirenents and guidelines in
the use of personal information. The Information Practices Act of 1977 (G vi
Code Section 1798) and the California Public Records Act (Gov. Code begi nning
with Sec. 6250) provide nmeasures to assure fair treatnent of individuals who are
the subjects of state agency records.

These acts place specific requirenments on state agencies in the collection, use,
mai nt enance and di ssem nation of information relating to individuals. Wth
exceptions, individuals nmay review, obtain copies, request anmendnents and
corrections, and dispute information pertaining to themin state records.

Civil renedies and penalties are provided for violations that adversely affect
i ndi vi dual s who are the subjects of state agency records.

This bill would require that every state agency that maintains or operates a
Internet website that uses a device to collect personal information, usage
patterns, or user nmovenents shall disclose the existence and purpose of such a
device on its Internet website.

This bill would require a state agency to disclose in plain English the follow ng
on its website:

The existence of the information-gathering device, identifier, or other

dat a base application.

The type of personal information that is being collected.

The purpose for which the collected information is used.

If applicable, the length of time that the information gathering device,
identifier, or other data base application will exist in the user’s hard
drive.

Notice to the user that he or she has the option of avoiding the

coll ection of personal information when accessing the website.

This bill would provide that the term “personal information” includes, but is not
limted to, the user’s name, password, and el ectronic mail address.

This bill would provide that the term “user” neans an individual who operates a
conputer, program network, or related service for work or entertainment.
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| npl enment ati on Consi derati ons

This bill would allow the departnent to reactivate the “cookies” on the FTB
web site using established statutory guidelines. *Cookies” could be used to
provi de the department with accurate information on user behavior to inprove
t he useful ness of the FTB web site.

Techni cal Consi derati ons

The Information Practices Act (I PA) provides strict limts and guidelines
for the mai ntenance and di ssem nation of personal information. To ensure
that this bill conplies with the Iimts and guidelines established by the
IPA, it is suggested that a reference to the I PA be included in the | anguage
of this bill

FI SCAL | MPACT

Departnmental Costs

This bill would not significantly inpact the departnment’s costs.

Tax Revenue Esti mate

This bill would not inpact the state’s incone tax revenue.

BOARD POSI TI ON

Pendi ng.



